Додаток 2
[bookmark: _fltbf0j0209g]Нефункціональні вимоги системи eHealth
[bookmark: _osvo338xt84i]Functionality 

[bookmark: _GoBack]Project scope requires a central component to be implemented, which provides an API layer for all existing medical information systems(MIS) who wants to participate projects and able to do so. MIS systems are developed, deployed and maintained by existing medical IT vendors / businesses in Ukraine or abroad.

Set of functions implemented in a central component has to be incrementally added according to a delivery schedule which is correlated with a political schedule of reforms in the Ministry of Health in Ukraine.

Main prerequisite for MIS to be connected to the system is to pass functional set of tests which is defined in a system Regulations document which is published by a system maintainer (at the first step - NGO TI).

Conceptually system is based on an assumption, that Central Component should not provide user interfaces, however MISes should do that. From the Central Component side it’s important to provide same level of quality and same level of functions to all players in the market, and to create uniq informational space, which will guarantee best user experience possible according to a healthy competition flow in the MIS market.
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[bookmark: _919xslnse8ue]Functions implemented by Central Component

· REST API
· Persistent storage of personal and medical(at later stages of the project) data 
· Business process flow implementation according to legal requirements
· Authorization and authentication functions for end users (doctors and patients)
· Secure storage of personal data 
· Security of access interfaces 

[bookmark: _93ycpkt04kam]Administrative functions implemented by the Central Component

· NHS(National Healthcare Service) administrative and reporting portal 
· Integration with 3rd party government systems as per raised product requirements - all required registries
· E-Mail and SMS notifications for the users of the system, as per business processes requirements
[bookmark: _sm6svc85san]Minimum set of functions to be implemented on Peripheral components (MIS):

· User interface
· Users support and consultancy
· Education for users
· Proper functions of business processes implemented as per Test Program of E-Health
· Security of access interfaces on both user and system access layers

[bookmark: _a2hu11ra10k0]Usability

There are set of usability requirements which are applicable to a central components as well as for the MIS peripheral components.
Usability requirements for a Central component are managed by a project documentation and by this specific NFR document too.
Usability requirements for a MIS systems are managed by System Regulations and description of such is out of scope for this document.

Usability requirements for the central component:

· Same API specification should be provided and specification should be available for public too
· All responses from the Central Component System should correspond to published API specification
· All API responses from a central component should correspond to REST recommendations, and also contain useful error messages if required and when possible
· API specification should be properly documented and contain working examples of the queries and responses
· API specification should be managed at the open repository and has proper release notes for any changes applied to specification
· Same level of service is guaranteed to all authorized systems(MIS) always, and no any preference to any MIS could be given
· API provides MIS authentication layer (auth tokens) in order to identify MIS systems
· Any frontend components delivered by a Central Component should be be written in Ukrainian, and content is pre-defined by a project documentation
[bookmark: _efnbi8h2vvmp]Reliability

Central component system should provide 99% response rate, which means the fail rate must not be > 1%.  Any exception from this rate has to be considered as an incident

All non-expected responses (i.e. unspecified or erroneous) or absence of responses should be considered as incidents and proper incident request has to be opened.

All components of central component  should provide defined level of redundancy as per architecture of the system. 

Incidents management procedures should be defined in System Regulations and reviewed periodically.

Downtimes of the central component could be scheduled according to Regulations and must provide full description of affected components and user experience during downtime.

Any scheduled downtimes or outages at MIS side has to be scheduled or properly communicated as per Regulations.
[bookmark: _fx6ko0ukuefv]Performance

System elements performance has to be monitored according to a a requirements for a specific system element. All elements performance monitoring should also include CPU, RAM, Disc I/O and Disk space monitoring as a common parameters which might affect system performance

System response time for any API call, which doesn’t require 3rd party interrogation on backend processing should not exceed 250ms, considering minimal networking RTT is introduced during testing.

System performance has to be tested with a stress test for a full system as well as for a separate instances of the system elements. Results must be published as a part of the project documentation.
[bookmark: _3flmdvfcqsgv]Security

There are multiple security mechanism which has to be implemented in central component.
Features to be implemented at 

Data at motion:

· All HTTP/Rest interfaces towards MIS systems has to be protected with TLS/SSL encryption
· SSL certificates has to be installed at all web servers
· Oauth2 based authentication and authorization algorithm has to be implemented in central component in order to guarantee users access layer
· VPN interfaces has to be implemented(at later stages of project) on all links where private information would be transferred, as per Personal Data protection law in Ukraine


Data at rest:

· Database level encryption would be implemented 
· Proper scopes model at authentication level would be implemented in order to guarantee that data access is only granted to users and systems who are only authorized to do so
· SMS authorization would be implemented in order to prevent unauthorized patients data access, according to functional procedures designed
· Electronic data signatures verification mechanism will have to be implemented in order to guarantee consistency of the submitted documents, as per functional procedures designed
· Login procedure using Electronic data signature will have to be implemented in later stages of the project. 
· Login procedure using login/password would be implemented as early phase user authentication approach
· 3rd party Secure Email gateway will be used in order to distribute notification emails from Central Components
· Centralized logging storage approach has to be 
· Audit Trail approach must be developed, and should cover audit options for all administrative and business activities happening in the system, including user logins, authorization, medical and personal data access.
[bookmark: _re6xkms43p9b]Maintainability

Service oriented Architecture (SoR) has to be used as an architecture pattern during system implementation. Each component which requires persistent storage will have to use separate persistent storage database instances.

Redundancy approach for each service in the central component must be designed as per system architecture document.

Kubernetes used as a cluster automation and deployment tool.
Each service must be deployed using Docker containers.

[bookmark: _y5o04eljbg1e]Reliability

Each component of the system must have an approach for backup and restore.
Application servers should have defined set of  directories which require backups. Minimum backup time for application servers is once per 48 hours.

Database servers must have own backup policy, depending on type of information stored.
· Servers with personal and sensetive information must be backed up once per 12 hours
· Other database servers must have backups once per 48 hours minumum.
[bookmark: _yk8ra1d7x7m0]Scalability
Each service element of the system must have defined scaling approach as per Architecture document. All application servers must be horizontally scalable. All database servers should be either vertically scaled or horizontally scaled where possible.

Any caching or queue services must be horizontally scalable.

System dimensioning and scaling is done according to the following inputs:
2000 API requests/s
5000 HTTP calls/s for Frontend services
42 Millions of active patients (or patient declarations)
4000 of active users (doctors and medical staff)
30 MIS systems connected and available.
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